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VMS ALAP 1.0
An Automated Audit Trail Analysis Tool

David P. Martinez
Department of Energy
Center for Computer Security
Los Alamos National Laboratory
Los Alamos, New Mexico 87545

ABSTRACT

Because multiuser ccmputer systems typically record enormous quantities of
information ahout user and system activities into system log files, audit-
ing computer user/system activities is a formidable task. Recognizing that
a manual audit of these log files is difficult and usually ineffective,
the DOE Center for Computer Security has developed an automated audit trail
analysis tool, Audit Log Analysis Package (ALAP). ALAP employs methodology
developed at Los Alamos National Laboratory for the detection and analysis
of anomalous data in large databases. ALAP is capable of processing vast
amounts of audit data for detection and analysis of anomalous computer user
and system behavior. The first application tool is VMS ALAP 1.0, targeted
for Digital Equipment Corporation (DEC) Virtual Memory Systems (VMS).w

1. INTRODUCTION

As the past year has emphatically rewminded us with media coverage ot
viruses, -omputer break-ins, thefts, espionage, and other malicious ac-
tions, we are vulnerable o many forms of attack. It is frustrating not
to be able to administer absolute security over most computing system
resour-es., ldeally, we would like ovperating systems that, through--and
trom within--themselves, ensure serurity against waste, fraud, and abuse
ot computing resour es.  Given current technology and the computer securily
problems we tare today, we must develop ~oumbuter security tools, proce-
dures, poii-ies, and the like to deter dand preterably prevent the oceur -
rence ot waste, fraud, and abuse of our -omputing resour-es,

Department ot Fnergy Irders do require auditing ot computer system actiwv-
itins to ensure that <Jaste, !raud, and abuse are dete~ted and preventied %
However, performing «ttective auditing ot <omputer systems activity s i
herently complicated because

¢+ Most  omputer systems typically generate snormous  amounts ot
audit data; ronadequently, v is extremely time consuming to mans
Aily audit the data.

*DEC, VAX, and VMS are trademarks f Digital Equipment “orporation,

&1, RESPONSIBILITIES AND AUTHORITIES: o, Each OMPITER SYSIFM O SEoURY
AFFELCRR (0850) ghall: h, Develop, impiement and document 4 continuing avd:?
and resgew pracess tor the classitied ADP systoem to prevent or dete t e 4
rity intractions and the accurtence ot waste, 'ragd, ar abuse . DOE s 47
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2. The data are often cryptic in nature; -onsequently, it is very
difficult, and most often impossible, to identify disjoint par-
terns of misbehavior.

3. Given the large volume and cryptic nature of the data, it is often
impossible to perform a complete and effective analysis of audit
data.

Jur approach to reducing the auditing problem was to develop a tool that

. characterized 'mormal" computer user and system behavi.r,

. filtered (i.e., reduced) audit log data down to a manageable
level,

. identified suspicious computer system behavior, and

. provided mechanisms for rapid review and aralysis of suspicious
system behavior.

While it is true that we cannot currently ensure absolute security against
all malicious actions and many types of computer security breaches, it is
important, and for many systems required, that we be able to identity,
analyze, evaluata, and report such actions. With this in mind, the Depart-
ment of Energy Center for Computer Security {(DOE/CCS) developed ALAP.

2. THE VMS ALAP 1.0 TOOL

The tirst version of ALAP is targeted for standard VAX/UMS (VMS 4.6 or
higher) operating systems. The software is written ia the VAX C program-
ming language and utilizes the standard VAX C Curses library for its screen
intertace. The screen interface is designed (o run on a DEC VT!00 our
tully compatible terminal. ALAP utilizes VMS Image Accounting termination
records as the data used for audit/analysis. Using this data, ALAP gen-
erates a protile (i.e., rulebase) of aormal and valid computer system
Activity and utilizes this profile for analysis of data from s. sequent
VMS arcounting tiles,

2.1. Syatems Data Requirements

By utilizing standard VMS audit and accounting data for ALAP processing,
we did not have to modify UMS operating system software. We designed the
suttware to run and operate on standard VMS operating systems and rel t.¢
diata and worked to maintain portability ot ALAP across VMS operating sy-
*ems.  we reviewed and evaluated .available standard VMS audit/acrount:ng
data and gave special -onsideration to

memory requirements for the raw VMS audit data, ALAP system tiles,
and ancillary data tilen;

processing and maintenance requirements; and

the wvolae ot the audit Jdata intormation to the overall audit ¢
tion.,

Atter review and evaluation ot the available standard VMS audit:ac oun® 1w
data, we sele ted the VMS Image Accounting data record tyue P ecause



The raw cata was collected and stored in a condensed binary format
(in an already existing accounting data file--UMS ACCOUNTNG.DAT).
The condensed [Image Accounting data are relatively small com-
pared to other available VMS audit data.

2. Standard VMS utilities provide invaluable resources for selecting
and maintaining the raw audit data sets.

j. The Image Accounting data can encompass all system and user VMS
image activations and provide valuable information about those
actions.

Because we uge VMS raw data, the ALAP rulebase (nr profile of a systen's
activity) consists of rules derived from the historical VMS Image Account-
ing data (see Table I).

TABLE I
Field Definition
CPU time The amount of rentrai processor unit time
used by the image executed.
Terminai The name of the terminal port used to invoke
tne given image.
Node name The name of the alternate node if a user has

signed into the system from another node oun
the system's network.

Node D The node identification for the given image
transaction.

Day The day the given image was executed.

Hr The time of day the image was executed.

Image The name of the image executed,

Username The VMS user arcount name under which the
glven image transaction was executed.

Privilege The WMS privilege ~ode representing account
privilege(s) active during the execution ot
the image.

Status The tinal stdtus ode returned upon rcomp.e-
tion ot the executed image.

cir 10 The number ot direct data input/output upera-
tions performed by the executed image.

Pt 0 The number ot huttered data input/o tput

aperations pertormed by tha execruted image.



Other cata fields contained within the VMS Image termination record type
are not used by ALAP. 'n addition, there are other VMS audit data elements
that :=:ould conceivably enhance the ALAP audit data information; however,
overhead requirements to collect and maintain such data is simply too high.

2.2. The UMS ALAP Methodology

The methodology incorporated into ALAP is one developed at Los Alamos
National Latoratory, by Hank Vaccaro, for the detection and analysis of
anomalous transactions in large databases. [t is based on the concept ot
anomalous data being detected using rules derived from a profile of accept-
able behavior for a given system. ALAP uses historical data that encom-
pass normal activity for a given system to develop a rulebase of accept-
able behavior for that system. Then, subsequent transactions for the same
system can be compared against the rulebase to determine if anomalies exist
or not,

2.3. The UMS ALAP Design

AlLAP is designed tu significantly reduce computer auditing tasks by proc-
essing audit log data to detect :omputer user and system abnormalities and
to display anomalies for analysis. Although ALAP's processing speed per-
mits real-time processing, the VMS application of ALAP was not designed to
have this capability. Instead, the design permits the user to establish
an autit environment tailored to the user's own needs and computing envi-
ronment .

Appiti~ation of the ALAP audit tool can vary significantiy trom system to
system. Some systems have a set of well-defined tasks that are performed
on a routine basis, with a well-defined sat ot active user accounts. These
systems typicraiiy yield audit data that is well behaved. That is, the

activities perfurmed on the system do not vary greatly. Systems Hf thig
type are generally easier to audit. [n rontrast, systems with a tlurtuat-
ing set ot 4dctive user accounts and on which a variety ot tasks is per-
tormed dare generally more difficult o audit. For this type of system

(say, a resear~h and development environment), the audit data must he “are-
tuiiy scrutinized to determine 1f activities are acc--ptable or not.

™5 ALAP derives the 'normal’ patterns of behavior from raw VMS [mage

Acount ing data and builds profiles ot expected behavior ftor computer
asets, terminals, image executions, CPU time atilized by the image oxe-
ited, and all other fields in the audit rerord (see Table 1), Tt also

deve.ps rules tor user/terminal-related crtivities, reterred to as ''ses-

sions,’ A session is dJdetined as a4 set ot transactions tor a given user-
name - terminal -ombination, trom the time the tirst transaction is encoun-
tered (possibly a login) to the last transaction encountered (possibly a
i9g cat ), in the audit data. Following are sume examples ot the type ot

tres VMS ALAP "an generate:

. siven Terminal=CGPAO and Image=AUTHOR[ZC.EXE 1mplies that
User sSYSTEM,
. siven User=)PERATOR, Time=0R:00, and Day=Friday implies that

'miage = (BACKUP EXE, CGPY.EXE, MCUNT.FXE, ete.)



The gereral format of a rule is

Given a specific value or values for a field or set of audit tields
on the left-hand side implies the value(s) for an audit field on the
right-hand side as X(i), where X(i) is a value, or set of val.ues,
derived by ALAP from the historical data as acceptable for the tield
on the right-hand side.

In essence, ALAP builds rules on all the data fields (Ref. Table [), and
all probable combinations thereof. Some rules are conditinnal on values
for several fields, while others are derived from data values for a single
data field. ALAP can generate tens to hundreds of thousandar of rules,
depending on the characteristics and attributes of the data

ALAP uses the rules (i.e., the rulebase) derived from the raw YMS Image
Accounting data as its premise for detecting anomalies. Al 's design
permits the user to tune the ALAP anomaly detection algorithn to site-
specific needs. This is done via the ALAP screen interface through the
ad justment of an anomaly detection threshold, sometimes referred to as a
"Figure of Merit"!l value. during its monitoring phase, ALAP compares
the values of each field in the audit record to the rulebase. [t then
generates scores for the values of each of the audit record's fields. The
score for each field is a function of the rule grades uf the rules violated
for each tield, where a grade is defined as a measure of the accuracy of
the ruie.l!l [heoretically, a field value 1s considered "perfectly nor-
mal'” if the score for it igs equal to zero.

As ALAP compares each transaction against the rulebase, it sums the indi-
vidual field scores to obtain a total score for the transaction and the
related session. ALAP is designed to keep scores for up to 32 of the most
recent session transactions. A aser-tunable decay facior is provided to
allow the user to decay past session transactions as desired. The algo-
rithm usec to deray the session score is defined as foilows:

FOM_Sp, = FOM T, « FOM_S,,.| * Dercav Factor

where,
FOM S = the ALAP session score.
FOM T = score for the current transaction.
'rcay Factor = the decay tactor tor the cumulative session scure
‘4reater than zero, and less than or equai to one).

ALAP ses the above algorithm each time it processes a new transaction and
detects 4 transaction as an anomaly when the session score exceeds ‘'he
iser -det ined anomaly detection threshold.

2.3.1. The ALAP User Interface

AlAP is designed with a unser-triendly sottware interface that provides
numerons options and features to permit easy and ettective auditing and
analysis ol rcomputer sysiem/ugers activities. The user intertace teatures
1 aade



¢ an on-line Help rfacility that enabies the user to acquire heip
tor all menu options,

. an ability to sxip forwards or backwards in time within the bounds
of the audit data time interval,

. a logging facility that records, to a standard ASCII file, infor-
mation about anomalous transactions, and

. an ability to review and analyze failed rules for anomalous trans-
actions to determine the reason(s) the transaction is anomalous.

Some options are ucer tunable to meet the user's site-specific needs and
characteristics of the computing environment, such as

° the Select option, used to select specific audit records for
auditing;

. "Watch"” windows to allow the user to actively watch selected
username/terminal session activity; and

o the anomaly detection threshold.

3.0. 1dE VMS ALAP PROCESSES

Before VMS ALAP can be used for auditing/analysis of computer system/user
activities, raw \MS [mage Accounting data must be subjected to data fil-
tering, formatting, and condeusing phases of processing.

3.1. Preprocessing VMS Accounting Data

The preprocessing step filters VMS Image Accounting data from the raw VMS
Acecounting data file (i.e., ACCOUNTING.DAT). During this phase, data are
extracted, reformatted, and written to a binary file that is subsequently
used as a7 input file to ALAP. lhe filtering process is independent of
ALAP aund is used whenever the user wants to filter new raw VMS Accounting
data to serve as the datd to be audited or to filter historiral data sub-
sequently used ty ALAP to deveiop 4 rulebase.

A VMS -ommand procedure is provided with the software distribution to
4s51st the ALAP user with the preprocessing tunction.? The -ommand pro-
cedure steps the user through the preprocessing phase by prompting tor
int tmation reldtive to the raw data being proressed.

3.2. Processing Higtorical Data

Atter tiltering a system's raw historic-al data, the user is ready 'o

process the data using ALAP. Upon executing ALAP, the user is prompted
with some startup screens. Atter the startup screens, ALAP displays the
main menu. There are three processing options a4t the main menu level ot
ALAP:



Process Historical Data,
’enerate a Rulebase, and
Monitor Activity.

w 1
« s .

To initiate the '"Process Historical Data' option, the user merely enters
the single character P. ALAP then reads in the filtered historical data
(i.e., the ALAP.HST file generated during the preprocessing phase) and
processes it. During processing, ALAP identifies unique patterns of be-
havior exhibited within the historical database. To obtain high perform-
ance in rulebase generation, ALAP processes the data through a condensing
process. The condensing process is performed with two passes through the
data. The first builds a dictionary of unique values encountered in audit
record data file. The second creates a condensed file of indexes pointing
to the unique values stored in the dictionary during the firsc pass. Most
fields have fewer than 254 unique values so the index can usually be repre-
sented by 1 byte. Remaining fields are represented by 2-byte indexes,
allowing at most 65534 distinct values. This approach permits ALAP to
process the data in random access memory, resulting in high performance
during the rulebase generation phase.

3.3. Generating a Rulebase

After processing the filtered system data by means of the "Process Histor-
ical Data"™ option, the user can generate a rulebase. To initiate the
"Generate a Rulebase” option, the user enters the single character C.
During this process, ALAP develops a rulebase by utilizing all the unique
values identified during the "Process Historical Data" option. The rules
constitute a measure of typical and expected behavior for a given computing
system environment. The more consistency that exists within the daily
operations performed on a given system, the more effective you can expect
the rulebase to be in identifying anomalous behavior.

The ALAP user must keep abreast of the system's environment characteristics
to ensure that the historical data used to generate the rulebase appropri-
at:ly retfiecrts the normal or acceptable behavior for the system. If the
rulebase becomes outdated (by introduction of new user-accounts, software
toels, hardware upgrades, and so forth), the user should generate a new
ru.ebase to incorporate new ‘‘acceptable’ system activity.

3.4. Monitoring/Auditing

For 2tiective monitoring and auditing of system/user activity, it is im-
perative that the rulebase depict expected system behavior for the given
system. Assuming that the rulebase does adequately reflect expected be-
havior for the system, the user can monitor/audit new VMS Image Accounting
activity by, first, extracting the raw VMS [mage Accounting data to a file.
secondly, the user should preprocess the data through the ALAP filtering
pracess.  Lastly, when the data have been filtered appropriately, the user
“an 4udit the data by sinmply executing ALAP and invoking the the "™onitor-
ing Aclivity” option trom the ALAP main me:y.

~4



At this point, ALAP initiates the monitoring/auditing phase by opening the
filtered audit daca file for auditing and by displaying the monitoring/

auditing options mernu screen.

The user interface provides several options that permit the user to effec-
evaluate anomalous transactions such as the

tively review, and

Unusual option.

analyze,

The Unusual option is available from within the Analyze

Menu and displays a summary of the audit record field(s) fo.ud anomalous

by ALAP.
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Qther valuable

SFLECT -

audit ana.ysis options include

Displays the Select Menu allowing the user to select spe-

cific adit record fields for auditing, such as sensitive,
terminal ports, user privileges, and accounts.

SUCGEST -

Displays the suggested values for the various audit record

fields based on the rules derived from the historical data.
Associated with

that the field would assume

the posgible field values are the scores
if the particular field value

were to appear in the audited transaction.



4. VMS ALAP 1.0 PRODUCT DEVELOPMENT

The Department of Energy, Center for Computer Security (DOL,CCS) has an
ongoing task to develop various computer security tools to assist CSSOs
and other computer security personnel with their computer security duties
and responsibilities. ALAP is the first of the auditing tools. It is cur
goal to provide the DOE computing community with the best computer security
tools possible--tools that perform computer security tasks, or assist in
performing computer security tasks, required by DOE orders and the needs
of the DOE computing community.

4.1. The ALAP Software Life Cycle

As with many software tools, the concepts and methodology employed within
ALAP began in a research environment, namely the Nuclear Materials Controi
ana Accounting (MC&A) environment. The methodology was, and continues to
be, investigated as a method for resolving anomalous transactions in large
MC&A systems. During the early research stages of the methodology, scien-
tists at Los Alamos National Laboratory considered application of the
methodology to other disciplines, one of which was computer security.

A research and development effort was henceforth initiated by DOE/CCS to
develop a prototype computer security auditing package for a computer oper-
ating system type prevalent in the DOE--the system selected was VMS. The
prototype generated useful results during testing; therefore, the Center
pursued development, testing, and production cf the software auditing tool
now known as ALAP.

4.2. ALAP Testing Procedures and Results

Development of a software tool for wide application in different computing
environments 1is difficult, particularly when the software must be inte-
grated with existing software, such as rperating system software, computer
language compilers, and software libraries. The software must be carefully
designed to integrate with such systems in an environmenc independent and
portable manner. That is, the uscr should not have to modify the computing
environment to incorporate such tools. For this reason, ALAP was designed
to run and utilize standard VMS orperating systems and data, the VAX C com-
piler, and the standard Curses screen management library.

Issues of primary concern relative to the software development life cycle
inciude software integrity, security, reliability, maintenance, and exten-
sibility. Assurance of these elements in a software product requires
application of good software engineering principles. Good software engi-
neering ic not only valuable, but absolutely necessary.

The quality and reliability of the tool in different computing environments
are also of concern. If the software is developed approupriately, with
properly documented requirements specification and design specificatiouns,
it can be systematically integrated and tested to ensure that it operates
as specified. To do so, the software must be proven to function as de-
signed in appropriate test environments.



Tre ALAP software, for the most part, was developed in a research environ-
ment with strong emphasis on software prototype and proof of concept
issues. Consequently, ensuring adequate quality and reliability of the
tool for general application in varying VMS computing environments posed a
considerable challenge. Initially, the code was restructured and docu-
mented to improve the maintenance of the tool. However, most of the burden
of quality and reliability assurance was shifted to the test phase. Con-
sequently, strong emphasis was placed upon testing and assurance of soft-
ware reliability in various computing environments.

4.2,1. Testing ALAP in the Local Environment

During testing of ALAP, the software was subjected to thorough local test-
ing (i.e., DOE/CCS) to identify all possible problems. The problems were
documented and then reviewed and evaluated by the ALAP development team.
Revision and refinement plans were developed to correct the known problems
in the software. After completion of revisions and refinements, the soft-
ware was again subjected to local test procedures to validate that the
problems had been corrected.

An ALAP User's Guide was also designed and developed. Together, the ALAP
software and documentation were subjected to local testing to ensure coher-
ence between the two, »>ftware and documentation refinements were then
performed and a new version of ALAP (i.e., Alpha test version) was devel-
oped.

4.2.2. Alpha Testing ALAP

After completion of the local test phase, ALAP was subjected to Alpha
testing at a few sites at Los Alamos National Laboratory. Test results
were accumulated :nd documented. Several software problems were identi-
fied, aiong with structural probleme with the ALAP User's Guide. All
problems were again reviewed and evaluated by the ALAP team, and subjected
to the Center's local revision and test procedures. The ALAP User's Guide
weas submitted to a computer software documentation professional for re-
structuring and editing. After completion of the revisions and refinerments
of the software and documentation, the package was again subjected to
coherence testing. Subsequently, ALAP packages wers, developed and distrib-
uted to volunteer Beta test sites within the Department of Energy.

4.2.3. Beta Testing ALAP

Pre-beta test results have confirmed that VMS ALAP is a valuable mechanism
for improved auditing of VMS operating systems. Beta testing was initiated
in March 1989 and is ongoing. As with Aipha tes'ng, we anticipate Beta
testing to yield invaluable results that will pern t the Center to revise
and refine ALAP into a general VMS audit tool for public release. The tool
is scheduled to be released before the end of fiscal year 1989.

10



4,2.4. Tests Results

There are some limitations to the curreat version of the software. Some
not=d deficiencies incluaa

- lack of real-time processing,

- Inege Accounting data inadequacies,

- non-tunable rulebase features,

- lack of software system extensibility, and
- restricted input data rlexibility.

On the positive side, ALAPY proviies mechanisms for improved auditing of
VMS operating systems such as

- the capability to detect surpicious svsiem tehavior,

- gseve.:al optiona for rapid review and araiysis of suepicious activ-
ity, and

- the filtering dcwn of dats to the suspicious gubset, i1hus making
the auditing task more manageable.

5. CONCLUSIONS

The supporting technologies for computer auditing have been growing and
improving at an incredible pace. The methodology incorporated into ALAP
during the development phase has now been extended ir a research environ-
ment to include imp:oved capabilities such as

- support of multiple rulebases, including human-generated rulebases,
- rulebase editing and tuning, arnd
- threads.*

A2 it is true that we have yet to achieve maximum computer processing
speeds, so it is trye that we have yet to achieve optimum anomaly detec-
tion/resoiution capabilities. However, as with computers, we must use
whatever capabilities current tachnology permits. ALAP by no means |is
intended to be the ultimate VMS auditing tool; however, it does provide an
improved mechanism for computer usuditing of VMS computer operating systems.

Fo: auditing systems of the future, we need to collect VMS ALAP applicacion
results and comments from the field, We need to establish a standard Audit
Record Definition that encompasses the information needed to audit DOE
computur systems activicy to meet the DOE requirements effectively and
meet the needs uf the field as determined through application of VMS ALAP.
Lastly, we must redesign and develop new audit trail analysis tool(s) that
incorporate new anomaly detection/resolution technology and are designed
te provide software lutagrity, securicvy, reliability, maintenance, and
extengibility.

*A “"Lhread"” consigsts of a get of interdependent or related audit data
[LA-UR-B8-3656, Page 4|. The ALAP Ugsername/Terminal session structure is
considered a '"'thread" type, where the Username/T2rminal session values are
interdependent or related. Audit f[ield relationships can occur amongst
other audit record data fielda, ylelding valuable audit information.
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